Contemporary Conundrums

Issues to consider

Is there a violation of contract with the ISP?

Is there any loss to the subscriber?

Is there any distinction between regular and occasion use?
Bandwidth

Capped usage

Midat Sedom — active and passive

Perhaps the connection was left unsecured deliberately
Minimal impact

Rockford Register Star

David M. Kauchak, 32, a former Machesney Park resident, is the first person in Winnebago County to be charged with
remotely accessing another computer system without the owner’s approval. He pleaded guilty Tuesday to the charge and
was fined $250 and sentenced to one year of court supervision. “We just want to get the word out that it is a crime. We are
prosecuting it, and people need to take precautions,” Assistant State’s Attorney Tom Wartowski said. Kauchak was arrested
in January in Loves Park when local authorities learned he was accessing the Internet through a nonprofit agency’s
computer.

BBC Website 28/07/05

A recent court case, which saw a West London man fined £500 and sentenced to 12 months' conditional discharge for
hijacking a wireless broadband connection, has repercussions for almost every user of wi-fi networks. It is believed to be the
first case of its kind in the UK, but with an estimated one million wi-fi users around the country, it is unlikely to be the last.

"There are a lot of implications and this could open the floodgates to many more such cases," said Phil Cracknell, chief
technology officer of security firm NetSurity. Details in this particular case are sketchy, although it is known that Gregory
Straszkiewicz had "piggybacked" on a wireless broadband network of a local Ealing resident, using a laptop while sitting in
his car. He had been seen in the area on several previous occasions over the past three months and is believed to have been
reported to police by a neighbour concerned that he was acting suspiciously. The case is some way away from that of Brian
Salcedo, who was sentenced to nine years in a US jail last year for the far more serious crime of siphoning credit card
numbers over the wireless network of hardware store Lowes. The criminal aspect of the case of Salcedo is obvious and is
clearly reflected in the sentence dished out. But the crime committed in the case of Straszkiewicz, where he appears simply
to have used the network, is perhaps less obvious. Not to Simon Janes, a former head of the Computer Crime Unit and now
operations manager for computer forensics firm Ibas. "Gaining unauthorised access to someone else's network is an offence
and people have to take responsibility for their actions. Some people might argue that taking a joy-ride in someone else's car
is not an offence either," he said.

The perception in the past has been that borrowing a bit of bandwidth is cheeky but not really criminal behaviour. With wi-fi
operating at speeds of up to 20 times faster than broadband it is unlikely to slow the system down noticeably unless the
borrower is downloading huge files and, unless the owner of the network has intrusion detection software, he or she is
unlikely to notice the squatters. The fact that Straszkiewicz narrowly escaped a harsher sentence had to pay a £500 fine and
had his laptop and wireless card confiscated indicates such squatting might not be worthwhile. Detective Constable
Stephone Rothwell from Ealing CID was involved in the case and said future cases would be treated in the same way. "This
case is the first of its type in the United Kingdom and it sets an example to people who use increased computer technology
to try and avoid paying for the internet," he said. It could be that the days of freebie wi-fi are coming to an end.
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